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Risk Management Report
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Effective risk management is a core component of HKIRC's
corporate governance, and is crucial for the long-term growth of
the Corporation.

Based on scenario-based situations, HKIRC has set up a risk
strategy and streamlined its internal risk management framework.
The framework identifies, assesses, manages, and monitors
principal risks and uncertainties that may have an adverse impact
on the Corporation.

Having devised an appropriate risk strategy and calibrated its
risk tolerance, HKIRC performs regular reviews and updates to
minimise the impact of any potential risks. Risk management
has been integrated into the work process of all departments,
and employees share responsibility for monitoring and mitigating
potential risks.

If HKIRC identifies significant risks and uncertainties during
the risk management planning process, it will take appropriate
prevention and remedial measures to ensure these risks are
managed in a timely and effective manner.

With the new era of digital revolution, almost every business
and organisation is relying on computerised systems to manage
their daily business activities. As the crucial Internet registration
company for offering the stable service, we aim to address a
wide range of business risks and are prepared to mitigate threats
with protective measures. We regularly enhance the system
infrastructure and its components to ensure the reliability and
security of the HKIRC services.

Despite the unprecedented challenges posed by the COVID-19
pandemic, HKIRC has continued to enhance its service quality
and maintain a robust performance and good operational
efficiency by improving its system management and conducting
system upgrades. HKIRC has remained resilient and agile in
the face of market dynamics during the pandemic, and has also
striven to help different stakeholders mitigate risks and manage
any related impacts.

We strictly comply with the anti-epidemic directions and
practices issued by WHO and the Hong Kong SAR Government,
and have adopted “work-from-home” policies with guidance
for all our employees to reduce their risk of infection. We also
fully supported the “Early Vaccination for All” campaign, and
implemented the “vaccination in place of regular testing”
arrangement in all our premises. All visitors and service
contractors are subject to the “Vaccine Bubble” vaccination
requirement.
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The principal risks to be focused on are as follows: FE2REEAT

Principal Risks

Description
TERBE Hiat

Key Mitigations
TEEMBIEN

Reputational
Risk
BEERR

IT System
Failure Risk
BB RETH
R [ Fx

The negative publicity
generated by false
allegations
EREZEEHN A ERE

The risk of catastrophic
system failure includes
hardware, software, and
network which impacts
business’ operations and
services.
TEEGEE LIRS H A B
“RBREREEN - B
PSEER A

Prior to the implementation of the new strategies and
actions, meetings will be held with the Consultative &
Advisory Panel to consult on the new strategies and
actions.

B R RITEA - BEBAEZEGRITEE - WLH
RERTHBANENER -

Maintain business relationships with “.hk” users and
industry participants through regular communication
to prevent misunderstandings and gather timely
feedback.

RBTHBERE] hk] ARPMTE2EERTEBHR
VAR L BR AN B B U SR R 8B -

Maintain close communication and relationship with
the media and respond to inquiries in a timely manner.
HEERFEYBBMAR  WREDEESH -

Review the crisis communication process on a regular
basis.

EHRE EHBREIEER -

Issue clarification statement in response to false
allegations and seek legal advice from lawyer.
BREBFBEE  LETERE  WHKARMEERER -

Implement systems that are designed for resilience
and disaster recovery. Conduct regular system
inspections.

B EHEM R IRERNRANERS - EHETRS
W -

The Domain Name System (DNS) service is hosted
on a platform consisting of a number of servers in
different countries/regions. The service is supported
by stable and mature technologies, such as anycast,
to maintain a level of availability and resilience.

WY ETHRFE(DNS) M AMREBTFABURTRBER &
B IRIGERAEX o ZPRIE TR AIRTE M AR AT - Plan{E
i (anycast) BT A 43— E/KFA A B R EDIE -

Adopt active-active solutions to implement registration
services at multiple sites to avoid single point of
failure.

EZ AR RAE R RARETIMRTE - AREER
HIPE -

EBOBAEMERERAT 2022 FEHSE
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Principal Risks

FERERE

Information
Security Risk
B 2R R

Occupational
Health and
Safety Risks
BERREZ R
e

Description

b

The risk of cyberattacks
and hacking on our
systems and data
FRMBIRE X BEEN
EEARNER

The risk of data breach
caused by negligent
employee or contractor
& 8 25 B 7 B 22 T 2 K
B R

The risk of not being

able to operate due

to infectious disease
outbreaks or due

to adverse weather
conditions or traffic
operations

EE LRI B L HRAMMR
SRR EIE T R I A S E
B fax

Key Mitigations
TEEMBIEN

Develop Information Security Management System
(ISMS) with infosec policy and procedures to enhance
the protection of confidentiality, availability, and
integrity of systems and data, and IT department
have already acquired the international standard
certification for the ISMS.
BYBAHEAREERIEFHNERRREERF(ISMS)
LARFE 258 R BUR M M -~ AT AR STEE M - RIRFITED
FITRE BLUL B IR R ARERE -

Implement security measures based on a defense-in-
depth strategy. Stay alert to cyber threats, regularly
check for vulnerabilities and follow up with subsequent
remediation efforts. Work with service providers that
mitigate distributed denial of service (DDoS) attacks to
handle heavy traffic.
BERNARENRRBORELER - KAEHEEEE -
EHREIRR R IRE E &R Ewm TIE - EARR D A EE
FR75(DDoS) B RS HEEEEE - RIEERARERE -
Regularly conduct various safety training for
employees.

RETITFHETERE LRI -

Conduct annual security audits and internal audits
regularly by external professional consultants to
identify potential vulnerability and improvement areas.
ZHINR B R E P TFEREEA RABELT - A
BREERARSNEZER -

Comply with the best practices promulgated by the
WHO and the Hong Kong Government.
BTHHEBRLEBBNRMOREERE

Review health and safety guidelines regularly.
FHECRERRZ S -

Conduct health and safety awareness training and
annual drills for employees.
HETHREREZE2EHEE)  WETFERE -
Closely monitor the situation and provide immediate
assistance or guidance to employees as necessary.
BYIEEEER - WV ER AN B8 TREGEIES -
Establish and adopt flexible work arrangement
practices, such as Working from Home policy.

B LFRAEEN TIELHER  tERPABE -
Establish and implement contingency plans or
arrangements (if necessary).

B RHITRE EIRL T (MBALR) -
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