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Highlights of the Year:

HKIRC is committed to serving the Internet community, promoting
the use of .hk domain name across different sectors, as well as
fostering an inclusive digital community with unabated effort. Over
the course of the year, HKIRC held a number of activities and
initiatives for .hk and . & domain names.

HKIRC New Corporate ldentity and Revamped
Website

HKIRC launched its new corporate identity with a refreshed logo
and a revamped website in December, breathing new life and
vitality to the .hk brand. Aiming to reflect the forward-moving
momentum, growing sophistication of services and initiatives of
HKIRC, the new branding ties in with its mission to promote Hong
Kong as an inclusive, secure, innovative and international city for
the Internet and encourages the use of Internet and the related
technologies. Website contents have been rearranged under
user-specific sections for the ease of navigation. The revamped
HKIRC website adopts accessible features and responsive
design, which effectively enhances user’s web-browsing
experience across different devices and aligns with HKIRC's
on-going efforts in accomplishing digital inclusion.

IT System Advancement and ISO 27001
Certification Attainment

As the custodian of a critical Internet infrastructure in Hong
Kong, HKIRC has to be at the cutting edge of developments
related to the Internet domain name system. HKIRC is committed
to remaining at the forefront of the Internet community through
providing high-quality and professional services to all .hk/
&% domain holders. HKIRC invested greatly on existing IT
infrastructure to further enhance its service quality, security,
stability and performance, including DNSSEC deployment,
network and system upgrades, and more.

This year also marks a critical milestone for HKIRC. HKIRC has
been awarded the ISO 27001 certification of the International
Organization for Standardization (ISO) after its Information
Security Management System had passed the relevant
certification audit. The attainment of the ISO certification is an
affirmation to the comprehensive enhancement of the services
and information security management HKIRC provides. The
HKIRC team is fully committed to ensuring that staff members
handle customer information in accordance with the industry best
practice.

FEEZR:

HKIRCER I RIS BB AL B - B TR A5
FA.hkiSE @ WA SHE e - F
MW HKIRCA.hk M BB ERRZ BTSN
2IE o

HKIRC 2 3 a i 2 & % %7 48 U

HKIRCH 12 A #2380 A 5iE5 & B
U LA MBS - B hk@EEAF
EH - FED c 2FRE2E THKIRCE R
TENRE - 2t EE A R T SKE R
B ARERNEEESN ARG R %
2RAFHEBRMT  WEEERLBE M
HEARMENED -  SUEANSCEIRBRPE
IABEFHBIBWERE - NERPEE - #hk
WUk et AEHKIRCH EH D EIE A%
B RAEREBRF TERIZEAPER
=+ I (responsive design) * AXIRFHFFH
EREEINEEERNESR

EAREAGHERLFTELEISO
27001 2 &

EREERSOHMMPNEZEMTMAOLE
HKIRCEETE R A2 XA HEBEERER
B Alm c HKIRCEBMPTA .hk/. BHE
ZREARBEEREERY - £ 5B
HEHAY - HKIRCEBR BN EARIERER
BAXEES  E—TPEARBERZ %2
MEBEMRERER  BERBTEAREE
Z % (DNSSEC) ~ B kA FH I HRE -

SEHHKIRCME N2 —EHEERERE -
HKIRCK BB EMRLZEERARESR
o BEBAL2I1S027001:R % » BRi51SO
REBTE THKIRCEEANLZ2EE MRS b
—ENBERENEIKRE - HKIRC E B 5 #
BRHBREITEREAS - BEPIRERS -

@ HONG KONG INTERNET REGISTRATION CORPORATION LIMITED ANNUAL REPORT 2019



2019 Digital Marketplace Seminar — “The Rise of
an Era: loT and Cyber Security”

The 11th Digital Marketplace Seminar (DMP) was held
successfully on 28 August 2019. Themed “The Rise of an Era: loT
and Cyber Security”, the seminar discussed the market prospects
of Internet of Things (loT) on the lifestyle of consumers and the
business model of merchants, as well as explored the cyber
security challenges and opportunities associated with loT usage.

Experts from ASTRI, Forcepoint, KPMG, Microsoft, PwC,
SmarTone, Towngas, The Hongkong and Shanghai Hotels
and UDomain were invited to speak on interesting user-case
of different industry sectors during the seminar. Around 400
participants gathered to share first-hand insights and the latest
development of oT.

DMP Survey “Internet of Things - Users’
Awareness of Security”

To explore the market prospects of loT technology adoptions in
Hong Kong, including the public perceptions, user behaviours
and experience, an online survey was conducted on commission
with the Internet Society Hong Kong in July 2019. Over 600
complete responses from local enterprises and individuals have
been collected successfully, with around half of the company
respondents have leveraged |oT devices in the business settings
and over 60% of individual respondents have used IoT devices.

The survey revealed that although loT products have long been
largely attainable among the general public and enterprises,
both parties showed limited awareness of loT-associated security
issues. More than 20% company respondents and about 40%
of individual respondents suspected that they might have
experienced data breach on their loT devices, reflecting that
there is a need to strengthen the awareness and public education
of 10T security expeditiously.
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Best .hk Website Awards 2019

Aiming to bolster creativity, foster adoption of best practices and
raise awareness on web accessibility in website development,
HKIRC has been organising the Awards since 2009 to
applaud and recognise websites with remarkable designs
and comprehensive functionality. This year's competition
garnered around 350 entries under four streams: “Commercial”,
“Non-Commercial”, “Government Department” and “Legislative
Council member”. The award winners were meticulously selected
by a judging panel comprising of industry veterans and thought
leaders. Website entries have been rated on overall website
design and functionality, engagement, use of social media,
and accessibility. These elements are essential for enabling
the participating companies or organizations to achieve service
excellence, as well as benefiting the local online community as a
whole.

HKIRC SME In-depth Website Security Scan
Services and Cyber Security Seminar Series

Cyber-attacks have been significantly on the rise worldwide,
and at the same time the nature of cyber security incidents and
method of targeting potential victims have been getting more
sophisticated. Locally, data privacy and cyber security issues
continue to make headlines from time to time, putting business
and organization of all sizes at risk. In view of these observations,
HKIRC introduced the free SME In-depth Website Security Scan
Services in June to foster a safer Internet environment. Aiming to
assist SME .hk users in identifying and mitigating website security
issues, promote security awareness among SMEs and to share
cyber security best practices, HKIRC would provide a detailed
website security scan report to programme applicants, to be
followed by a conference call consultation session to explain the
report and pinpoint areas of improvement.

Cyber Security Seminars were also held on a monthly basis
during August to December, with themes addressing e-commerce
security, cyber-attack and prevention, cloud services and
platform migration, and web security. Industry experts and
business partners such as KPMG, PwC, HKCERT, Alibaba Cloud,
AWS, Towngas Telecom, CSC, Speedy Group and UDomain
were invited to speak on the proposed topics. The seminar series
serves as an on-going initiative to educate .hk members and
users on knowledge and latest trends on cyber security issues.
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Web Accessibility Recognition Scheme

With the aim to recognise local enterprises and organisation
for adopting accessibility design in their websites and mobile
applications, the “Web Accessibility Recognition Scheme
2018-2019" was organised by HKIRC, with the Office of
Government Chief Information Officer (OGCIO) acting as
co-organiser, and with the Equal Opportunities Commission (EOC)
as an independent advisor. An award presentation ceremony was
held in January 2019 to commend organisations for their ongoing
dedication and contribution to accomplish digital inclusion locally.
To encourage enterprises and organisations of all sizes to enroll
in the scheme, the Friendly Website, and Friendly Mobile App
categories were added to each stream for this year, providing
entry-level recognition for young enterprises and organisations.
Not only the good coding practices of web accessibility design
allow online services easier to maintain, it also narrows the digital
divide between those with special needs and the general public,
building a caring and inclusive society.

iStudent Programme

To promote the use of .hk domain names as well as proper use of
the Internet among younger generation in Hong Kong, HKIRC has
been running the iStudent Programme since 2018, sponsoring
free .idv.hk domain names for 3 years to local students. Some
schools are incorporating website building into their ICT
curriculum, while some encourage students to create their own
personal online presences to express themselves and unleash
their creativity and potential.

Expert Knowledge Sharing and Support for Other
Industry Events and Associations

Being the administering organization of a critical Internet
infrastructure of Hong Kong, HKIRC has long been devoted to
promoting the usage of Internet-related technology and its best
practices to improve the overall connectivity and security of .hk
landscape. Over the course of the year, HKIRC participated in
various speaking opportunities to share the company’s views
on Internet security risks with regards to domain names, and
to promote awareness on DNS and web security. Through the
active participation in seminars, conferences and sharing groups,
HKIRC has developed a close relationship with experts and
associations in various industry sectors, including the Association
of I.T. Leaders in Education (“AiTLE"), Cyberport, the Hong
Kong Council of Social Service ("HKCSS"), the Hong Kong Retail
Management Association, the Internet Economy Summit, Cloud
Expo Asia, Speedy Group, and more.
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HKIRC further supported various industry events and associations
by sponsoring .hk domain names for startups and youth sectors,
encouraging them to make good use of online platform to
build their unique web presence and grow their e-businesses.
Beneficiaries included Cyberport incubatees, Hong Kong Social
Enterprise Challenge, Hong Kong Science and Technology Parks
TecOne incubates and Microsoft Startup.

Regional and International Co-operation

As the custodian of a critical Internet infrastructure in Hong
Kong, HKIRC has to be at the forefront of developments related
to the Internet domain name system. Involvement in regional and
international fora of the domain name industry is an important
task of HKIRC, ensuring to adopt the global best practice on
effectively managing Internet domain name resource and respond
to the constantly evolving market needs timely.

. ICANN

Internet Corporation for Assigned Names and Number
(“ICANN") is a non-profit-making multi-stakeholder
organization headquartered in Los Angeles. Its primary
mission is to maintain the security and stability of the
Internet Protocol addressing and Internet domain name
system, and to administer the allocation of Internet
Protocol addresses and top-level domains. HKIRC has
sent delegates to attend the ICANN 64 meeting held in
Kobe, ICANN 65 meeting held in Marrakech and ICANN
66 meeting held in Montreal to keep abreast of the global
Internet policy development. HKIRC staff also participated
in different working groups such as ccNSO (Country Code
Names Supporting Organisation) of ICANN.

. CDNC

Chinese Domain Name Consortium (“CDNC”) is an
independent non-profit organization to facilitate the
communication and coordination regarding the technical
standards and policies of the Chinese Domain Name
System. It was founded by CNNIC (China Internet Network
Information Centre), TWNIC (Taiwan Network Information
Centre), HKIRC and MONIC (Macao Network Information
Centre) in 2000. With the help of language experts in
Hong Kong, Taiwan and the mainland China, more Hong
Kong characters will be made available for domain
registration. Moreover, with the concerted effort by CDNC
members, increasing email servers in the world can now
support email address configured in Chinese language.
CDNC members will keep on working together to promote
the adoption of Chinese domain name globally. HKIRC
attended the CDNC meeting in Taipei in September 2019.
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APTLD

Asia Pacific Top Level Domain Association (“APTLD”") is
a regional body consisting of the ccTLD managers in the
Asia Pacific region. Its mission is to facilitate exchange
of knowledge and experience to help ccTLD managers
achieve world best practices. HKIRC has been supporting
continuously part of the secretariat work of APTLD.
Delegates of HKIRC attended APTLD76 meeting held in
Malaysia in September 2019.

APIRA

Asia Pacific Internet Research Alliance (“APIRA”) is a
non-profit organization aiming to enhance communication
and the sharing of result amongst Asia Pacific region
on the Internet information, deepen the research on
statistical techniques of the Internet information, facilitate
the cooperation among Asia-Pacific countries and regions
on the Internet information. Its members include CNNIC,
Korea Internet Security Agency (“KISA”), TWNIC, Malaysian
Communications and Multimedia Commission (“MCMC"),
Macao Association for Internet Research, City University of
Hong Kong, and more. HKIRC attended the APIRA meeting
held in Taipei in December 2019 and presented the survey
result of Internet of Things usage habits and situation in
Hong Kong with the fellow APIRA members.

The World Internet Conference

The World Internet Conference, also known as the Wuzhen
Summit, is an annual event organized by the Cyberspace
Administration of China since 2014 to discuss key global
Internet issues and governance. The 6th World Internet
Conference was held in October, with the theme being “#&
FREPHREHGELRE--Building a Community with a
Shared Future in Cyberspace”. The summit was supported
by the United Nations Department of Economic and Social
Affairs, the International Telecommunication Union and
other key players in the Internet fora. The conference
touched on hot topics such as 5G technology, Al, fintech,
cross-regional Internet trends and policies steering, and
more. HKIRC was invited to attend the Summit as one of
the delegates representing Hong Kong.
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