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Free In-depth
Website Security ‘
Scan Services

Protect Your Website: Prevention is the best action

With the aim of assisting local SMEs to identify and mitigate cyber security issues, HKIRC is now
offering a free in-depth website security scan service to all .hk users. A detailed report and a

phone consultation will be offered to all participant.

Scanning Process

Submit Scan Website Reporting &
Documents Vulnerabilities Recommendations

Scanning process will not affect your website operations,
no change of technical settings or passwords required.

Why Do You Need It

+/ To protect against cyber-attack /' To keep systems robust

+/ To prevent leakage of sensitive information  «/ To get the picture of your website security condition

How to Join

Fill in the application form with Attach scanned copy of Submit to
signature & company chop supporting documents sme-security-scan@hkirc.hk




(-\ HKIRC Free In-depth Website Security Scan Services
.hkl I'C Application Form

QY 2319 2303

All applicants are required to complete the following form in either @® www.hkirc.hk .
English or Chinese and return to HKIRC. sme-security-scan@bhkirc.hk

Organisation Particulars

First Name Last Name
Phone Email
Company / Organisation (Eng) Company [ Organisation Size
(] <50 employees () > 50 employees

Industry Sector

() Finance (] Education (] Government
() ICT & Related Industries () Manufacturing () Trading

() Retaill () Marketing [ Advertising () Service Industry
(] Travel & Hospitality (] professionals (e.g. Lawyer, Doctor) (] Others

How Did You Hear About Us?

(] social Media (] HKIRC Seminar () Email
(J Friends / Colleagues () HKIRC Website () News [ Magazines
(J search Engine (0 HKDNR Website (J others

Website URL

Website Features (Please select at least one)
(] Information (] Online Transaction () Membership Management

(J Forum / Message Board () File upload / download (] others

Free In-depth Website Security Scan Services - Agreement

l (Name), am the (Title)

of (Company / Organisation).

I would like to participate in the “Free In-depth Website Security Scan Services™. We accept the terms
and conditions stated in Free In-depth Website Security Scan Services — Disclaimer.

(Signature & Company Chop) (Date)




@II’C

Documents to Submit

Please send the required documents as below with the agreement above to HKIRC.

1. Document(s) required to be submitted by the Applicant:

(1.1) A copy of the Business Registration Certificate (BR) issued by the Inland Revenue
Department (IRD) of HKSARG not registered as a Branch, i.e. name of the organisation shall
be that of the head office, not a branch office.

OR

(1.2) A copy of the tax exemption letter issued by Inland Revenue Department (IRD) that
shows your organisation is a charity or not-for-profit organisation (under Section 88 or 87).

OR
(1.3) A copy of the Certificate of a Society issued by the Hong Kong Police
OR

(1.4) A copy of the Certificate of a School issued by Education Bureau of HKSARG

2. Additional Documents as required by HKIRC

HKIRC may notify the Applicant that they have to provide additional documents to support the
application. In such circumstances, the Applicant must submit such additional documents within the
deadline set out in such notification.
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Free In-depth Website Security Scan Services — Disclaimer

By agreeing to the terms and conditions, you confirm that you agree with this disclaimer in its
entirely. Specifically, you authorize Hong Kong Internet Registration Corporation Limited (hereinafter

referred to as “HKIRC”, “we”, “our” or “us”), to scan your assets, such as your website, hosts and
code, to collect data for analysis, and to provide recommendations to fix discovered vulnerabilities.

1. You confirm that the information you have provided to HKIRC is true and accurate. You are
the authorized owner or delegate of the website and possess sufficient authority to instruct
HKIRC to perform the security scan.

2. Youunderstand and agree that website security scan may cause performance issues to your
system, and in the worst scenarios may cause service interruption, data loss or data leakage.
You agree that HKIRC is not liable for any such performance issue, service interruption, data
loss, data leakage or any other loss or damage that you may suffer as a result. You also agree
to back up data before instructing HKIRC to perform security scan, and to perform security
scan only when the system is idle.

3. Youunderstand and agree that all detected security risks and vulnerability fixing suggestions
in security scan reports are provided by the scanning tools developer, and that related
suggestions are for reference only and may not resolve all security issues.

4. You understand that the website security scan is based on criteria of OWASP Top 10* and
we do not guarantee that all security vulnerabilities of your system can be detected.

5. Tothe maximum extent permitted by applicable law, the website security scan is provided
“as is” and without warranties or conditions of any kind, including any implied warranties
such as fitness for a particular purpose. By using the website security scan, you agree that
you have voluntarily accepted all and any of the risks arising from or in relation to the
website security scan.

6. HKIRC reserves the right to interpret this disclaimer and update it whenever necessary. The
updated disclaimer will be published on HKIRC website, and you will be notified in the
following ways: member newsletter, website notifications or emails. Such notices are
deemed to reach you on the day they are sent.

These terms and conditions are governed by and construed in accordance with Hong Kong laws, and
the parties submit to the exclusive jurisdiction of the Hong Kong courts.

These terms and conditions cancel and are in substitution of all previous agreements and
arrangements whether oral or in writing relating to the subject matter hereof, all of which shall be
deemed to have been terminated by mutual consent. These terms and conditions are the entire
agreement between the parties.

* https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
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