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CEO's Statement

With the Government taking the lead in making Hong Kong
a 'Smart City' and digitising its services, and the community
increasingly relying on Internet applications for daily life, the
Internet has become an indispensable part of daily life for ordinary
citizens. Yet at the same time, cyber security threats have
reached unprecedented levels in Hong Kong, leading to increasing
demand for enhanced network security. In the light of these two
trends, HKIRC has been actively enhancing its service levels and
optimising its systems and procedures throughout the year to
ensure that ".hk" and ". &% " users continue to enjoy reliable
professional services, while at the same time maintaining a safe
and efficient online ecosystem and helping to protect the interests
of the public. Our work has also included actively promoting the
use of the ".hk" and ". &#& " domain names and increasing their
utilisation rate, something we have pursued through extensive
online promotion of the advantages and value of these domain
names to the public.
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Today's smart cities rely heavily on the Internet and digital
infrastructure, and effective cyber security is therefore a crucial
component. In recent years, HKIRC has been contributing to
making Hong Kong a safer Internet environment by providing free
web security services to ".hk" and ". &% " users. Our free website
scanning service alerts owners of any security issues for prompt
rectification. Given the increase in external cyber threats, HKIRC
has also launched a new "Healthy Web" website scanning service
which proactively conducts initial scans of users' websites. The
first phase of the service focuses on ".edu.hk" and ".org.hk"
websites, but this will be extended to cover other users in due
course. Response has been very positive since the launch of the
service, with more than 10,000 websites having been scanned to
date.

HKIRC has also undertaken various other cybersecurity initiatives
throughout the year. One of these is our cyber security staff
training platform, which we have been running since the second
half of 2022. The platform offers free professional training to
organisations wanting to enhance their staff's awareness of cyber
security, and has been very well received by users. To date, more
than 120,000 people have been trained under the programme,
which is especially popular among small- and medium-sized
enterprises. Last year, we enhanced the programme by
developing tailored training content for six different business
positions, from corporate management to frontline customer
services, providing more targeted training for employees in a short
period of time. We subsequently developed three industry-specific
sets of training materials, on e-commerce, non-governmental
organisations and technology. These enhancements sprang from
our belief that realistic training content is effective in enhancing
staff motivation and raising awareness of the importance of
protection, thus reducing the chance of human error. We will
continue to collaborate with different organisations and industries
in encouraging more users to undertake professional training,
helping to reduce the risk of cyber security lapses caused by
human error.

Another of HKIRC's important training targets is school students.
Primary and secondary school students are already "Internet
natives", having been immersed in the Internet for learning and
entertainment since birth. We are highly aware of our responsibility
to instil Internet safety awareness in this generation from an early
age, so that they will not fall victim to attacks by unscrupulous
parties. Early last year we ran the first-ever "Hong Kong
Cybersecurity Quiz Competition for Primary School Students",
which attracted more than 400 students from over 50 schools.
The interactive and stimulating question-and-answer format of the
competition was very effective in raising younger students' interest
in and awareness of the importance of Internet safety.
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In the summer holidays HKIRC once again organised the "Cyber
Youth Programme" in Hong Kong. This year, we collaborated
with Cyberbay to organise a new "Cybersecurity Introduction and
Vulnerabilities Prevention Training Programme", in which more than
80 schools and 1,000 students took part. The programme trained
young people to identify and report cybersecurity vulnerabilities to
prevent cyber-attacks. Much interest was shown in the on-the-job
experience available under the programme, and many students
expressed their intention to join the cyber security industry in the
future. HKIRC hopes that through this and future promotional
efforts, more students will get to know about the field of cyber
security and choose to join the talent pool.

Since the middle of the year, the cyber security incidents have
occurred in Hong Kong and the cases of cyber fraud, have
served as important reminders to everyone using the Internet of
the importance of cyber security. Although cyber fraudsters are
increasingly exploiting communication software, HKIRC has noted
that phishing attacks remain one of the most common deception
techniques. We therefore collaborated with the Cyber Security and
Technology Crime Bureau (CSTCB) of the Hong Kong Police Force
in the year to organise a "Phishing Email Drill 2023", and invited a
total of 185 organisations with more than 10 000 staff members to
participate in the exercise. In 61% of these organisations, at least
one staff member clicked on the phishing email link, indicating
much room for improvement. HKIRC will continue its publicity and
promotion efforts with the goal of further enhancing cyber security
awareness and minimising the risk of cyber-attacks in the future.

HKIRC also continued with its public mission of digital accessibility
in the past year. We organised the "Web Accessibility Recognition
Scheme Awards Ceremony" at the beginning of the year to
recognise the efforts of organisations that have adopted barrier-
free design when creating new web pages and applications.
These efforts are specifically helping people with special needs
by making it easier for them to access the daily online services
that they need. The number of applications for the award in the
year was the highest ever, an increase of nearly 20% over the
previous year, reflecting the diligent promotional efforts of HKIRC
and its supporting partners. We also saw an encouraging rise
in participation from specific industries, such as the banking
industry, while media coverage of the scheme was wider and more
enthusiastic than previously as well.
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This scheme has now been officially renamed as the Digital
Accessibility Recognition Scheme (DARS). The new name more
closely reflects our wider goals for digital inclusion, which are
not limited to the web. In addition, the target audience of the
scheme has been broadened to include the elderly. This means
that digital designers will be encouraged to consider elderly users
when they are designing web pages and applications, for example
by simplifying layout and adjusting text size, so that these users
can more easily engage in a full digital lifestyle during their golden
years. We hope that many more enterprises and organisations
will embrace digital inclusion in the course of their digital
transformation journeys, enabling all citizens to share the benefits
of the digital economy together.

Looking ahead, HKIRC will continue to ensure that its domain
name work helps to promote the interests of Hong Kong's Internet
community and serves as an important tool for the territory's
economic development. We will also continue to promote the
value of ".hk" and ". & & " in the international arena, taking
special advantage of Belt and Road opportunities. By cooperating
with Internet organisations in countries and regions along the
Belt and Road, we plan to enhance the global visibility of the
".hk" and ". & " domain names and promote Hong Kong's role
as an international centre of business. Meanwhile, HKIRC is fully
committed to supporting the Government's initiatives to build
Hong Kong into a truly digital society. We are confident that, by
working together, strengthening communication and boosting
collaboration, success will continue and we will scale new heights
together.
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