Risk Management Report
B EIRRE

HKIRC recognises that efficient risk management is a vital HKIRC BE#HZEMWABEEL AT EEEAN
component of its corporate governance, essential for ensuring the EBEE4HMI D > HRATNEERNIIAELEREE
long-term success and prosperity of the Corporation. RAEE o

HKIRC has implemented a comprehensive risk management HKIRC ZERBBERELATDNENR 7 2EMNEAKRE
approach across the organisation alongside the formulation of an 12 > EEFHIE] 7 E E AR » LU#R ~ 5744
established risk strategy. This comprehensive approach facilitates mfi&ﬁna FETNEEH AT BREENEARR
the identification, assessment, management, and ongoing BIERRE

monitoring of principal risks and potential risks that possess to

affect the Corporation.

HKIRC consistently conduct regular reviews and refine risk  HKIRC T%,%EL?‘_JKEHH E’J%TE& ZERBREER
management strategies on an ongoing basis to effectively mitigate  B& > UBEXRERMIELEER R o f£6H:5] AR
the potential consequences of risks. Following the establishment E%%Dﬁﬁiﬂﬁ%ﬁﬁ’]ﬂf‘ F%ﬁ*ﬁ 1 R b E IR A
of the risk strategy and the determination of the acceptable risk  FEFINEIERE > RABITRABAERMER o
threshold, integrate risk management into the operational processes

of all departments, underscores a concentrated emphasis on

fulfilling risk-related obligations.

In the process of developing the risk management programme, a HE&IFIABEESANBEF > EFHNETH
number of principal risks and potential risks have been re-identified B AREENEETRAR > A M ZHRIEEBEH &
and the Corporate has put in place appropriate preventive and  4EfR#E > UBRZE A 0 U8B G M0t A&
mitigating measures to ensure that these risks can be managed in  &E ©

an effective and timely manner.

In the era of digitalisation, network systems play a crucial role in  fEES{LBFR > BERAET L ENAZNBE B
facilitating the daily operations of businesses and organisations. HEFHHEEEZFMEEZMNAE - HKIRC AL
HKIRC has a longstanding commitment to delivering stable network X‘Q?]E*kﬁﬂaiﬁ’] WERTE > BETERAR
services, mitigating the risk of potential business interruptions. We M RERERERILGBINEEENZ S
achieve this by continually enhancing our infrastructure protection ’|*£ C RTMHEN T EERBENEFRPE R © [
measures to ensure the stability and security of domain name H% HPEHBEMNARAGERS R EAEMHT
resolution. Simultaneously, we regularly assess and upgrade our MMEEHFIRFHNRAZEEMAISEME o

system infrastructure and its components to uphold the utmost

security and reliability of our services.

With the growing reliance of businesses and organisations on the HEEPZEMEEH KM K ERIEELERERN
Internet for data storage and transmission, the focus of corporate BEME N » EEZ 2N ERERECH A
security management has shifted towards information security and ¥ Z2EENER - At BT ERME@EMNA
the prevention of cyber-attacks. Therefore, in addition to bolstering REBR ZE2MNEHN  BRAEINELZEE
technical data security measures, it is equally crucial to raise BINAIEREE - A8 THAEASKENLE K
employees' awareness of cyber security. To achieve this, HKIRC ~ FHE E# > HKIRC NME G EHHRHEABEL LR
provides regular internal cyber security training and conducts 21Zil> EE2EHE TIEHRBETBRRNAEMG
simulated phishing email drills in employees' daily work. These RIF/E4k - UIBRELAERESHELABENES >
initiatives aim to foster a state of alertness among staff members R MMEBEERSRENRERE ©

towards cyber threats, ultimately reducing the risk of data leakage.

HKIRC attaches great importance to data privacy management. HKIRC TMEIIEEERERFABEE » BT 5%
We have diligently established a comprehensive system to heighten ZMEER#F > BABEIHNFREBAERTAR
staff awareness regarding the protection of personal data privacy. IR # o BRILLISN » TRHIFTERIEE A ERBNEE
Furthermore, we have meticulously devised policies and procedures NIEF > BERETHEEE AENEENHRRE
governing the handling of personal data, ensuring strict compliance %t (B AZEH ( FARE ) 1&6)) BIRE o

by our staff with the provisions of the Personal Data (Privacy)

Ordinance.
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The key risks highlighted are listed below :

Principal Risks

FEAR

Reputational Risk
EERE

IT System Failure Risk
BB R GTHE R

Description

it

The negative publicity
=IEEGE]

The risk of catastrophic system
failure encompasses hardware,
software, and network failures, all
of which have a significant impact
on the business's operations and
services
FEEHEERRBHKEL RS
08 > EIIEIRME ~ B R ABAE S

HRkE
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EMEENTZARW TR

Key Mitigations
T EEMRITHN

Employ proactive monitoring on the news related to the Corporate on
social media and news trends.
THRITHHERERARERNRENHEBEE

Implement and execute a comprehensive crisis management process,
including regular exercises and drills, with the participation of
stakeholders from senior management and staff. This will ensure an
effective response to and mitigation of potential crisis or emergency
situations, while continuously evaluating its effectiveness
HEZENGHRERRE  ABEENRETETTHES » UBNER
TREBENBHEEZER » BRREETEERNE

Foster and nurture robust relationships with ".hk" and ". &7 " users
and industry participants through regular communication to gather
feedback and establish close communication with the media and
provide timely responses to inquiries.

BRERE Thk & &8 ARURERER  UREBETES >
REXARR AN TERGERERTEENRMG » I REFEIRE
& o

Implement robust systems for resilience and disaster recovery, and
conduct regular inspections to ensure their effectiveness.

BHEEEME R KBEIMEEENNRS  ERETRARE UBREEE -
Hosted on a platform that encompasses a global network of servers
spanning various countries/regions, the DNS service maintains stable
availability with support from a diverse range of DNS anycast providers
across the globe.
REFRRTENIRY > BiERERS (DNS) RFBHEIKMEMREAEMN
THLEET BTAER / HREF » LFTREERE M SEEEM
FEERSZ 1 o

Implement active-active solutions for the deployment of registration
services across multiple sites to mitigate the risk of a single point of
failure.

BIfEE A ENBMETHMRE - W R EB RN EMERERE o
Implement a multi-supplier strategy for IT system services and
hardware supply is of paramount importance to effectively mitigate
system failure risks and minimise reliance on a sole supplier.

TS IT 2GRS AR MR C B HEERE » ERERANKIERR
KB kB B — 1 FE R o

Ensure a commitment to a high-quality Service Level Agreement (SLA)
to meet and regularly review IT systems to fulfill the requirements.
THIGAR T REGLUERRA RS RN AR - URFERESRIHE
(SLA) EEmmERBNENK o
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Principal Risks Description Key Mitigations

TERRE it FERRIGHE

Information The risk of cyberattacks and e AnInformation Security Management System (ISMS) comprising

Security Risk hacking on our systems and data of robust information security policies and procedures has been

Bz R AEMBRES AN ENRR implemented to safeguard the confidentiality, availability, and integrity
AR R of systems and data. Furthermore, the IT department has obtained

international certifications for this management system.
The risk of data breach caused by o  FlTRAEBENLZE2BERMNEFNENRLZEERL (ISMS) > LUR

negligent employee or contractor PBRRGREEOEERE « ATAMENTEN > B T HBMTEMLEERR
FEEHABERAMER MIEE B AZAERDE ©
R R e Implement a robust set of security measures based on defense-in-

depth strategies. Remain vigilant against cyber threats, regularly assess
vulnerabilities, and promptly address any identified weaknesses.
Collaborate with service providers specialised in mitigating Distributed
Denial of Service (DDoS) attacks to effectively handle large-scale attacks.

o EINREMEREIRLZER - KAEHREEE  EHRRERERE
EEBRERTIE o BEPIRED BIFEERRTS (DDoS) BN AR
EEF  UBEMERHEREARERE

e Regularly conduct various types of safety training sessions for employees
to enhance their knowledge and awareness of security protocols.

o THRBTHETRENZ2E MEAETHZ2HENDHMEH o

*  Engage external professional consultants to conduct annual security
audits and regular internal audits, aiming to identify potential loopholes
and areas for improvement.

o THIINBEXERETFEZ 2B RERNEES 0 UHERETRR
MeREZEE o

e  Organise data breach drills to improve the Corporation's handling and
mitigating data breaches effectively.

o ETREREURRREM 0 LURA A BTTRENERERIME 7 ER e
BEST o

e  Establish a comprehensive data privacy management system, cultivating
staff awareness of the importance of protecting personal data privacy.
Develop and implement policies and procedures governing the handling
of personal data to ensure compliance with the Personal Data (Privacy)
Ordinance.

o RBURSNEHLEEEZS  BESTIREEASHLENER > I
FETREEABRNBRREF TETEST » MRFREEREABR KR
& (BAER (LR ) & -

Occupational Health The risk of operational disruptions e Adhere to best practices promulgated by the World Health Organization

and Safety Risks caused by infectious disease and the Hong Kong Government
BERBEHEZ2EAMK  outbreaks, adverse weather o BTHRELEESNEEHNEMANRESRE

conditions, or traffic operations *  Regularly review health and safety guidelines.
RELFABLRRMRITE o THESEREZ2ES -
BITEEMEEZEENRR e Provide health and safety awareness training to employee and conduct
annual drills.
o REIRHEEREZZEHNI LETFEEE
e Closely monitoring of the situation and promptly provide assistance or
guidance to staff as necessary.
o EUSRZER T4ERRES TRERESNTGIEES] -
e Establish and implement contingency plans or arrangements (if necessary).
o BURMITRZFEHZH WELE) -
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