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HKIRC recogn ises that  e f f ic ient  r isk  management  is  a  v i ta l 

component of its corporate governance, essential for ensuring the 

long-term success and prosperity of the Corporation.

HKIRC has implemented a comprehensive r isk management 

approach across the organisation alongside the formulation of an 

established risk strategy. This comprehensive approach facilitates 

the  ident i f i ca t ion ,  assessment ,  management ,  and ongo ing 

monitoring of principal risks and potential risks that possess to 

affect the Corporation.

HKIRC cons istent ly  conduct  regu lar  rev iews and re f ine r isk 

management strategies on an ongoing basis to effectively mitigate 

the potential consequences of risks. Following the establishment 

of the risk strategy and the determination of the acceptable risk 

threshold, integrate risk management into the operational processes 

of al l  departments, underscores a concentrated emphasis on 

fulfilling risk-related obligations.

In the process of developing the risk management programme, a 

number of principal risks and potential risks have been re-identified 

and the Corporate has put in place appropriate preventive and 

mitigating measures to ensure that these risks can be managed in 

an effective and timely manner.

In the era of digitalisation, network systems play a crucial role in 

facilitating the daily operations of businesses and organisations. 

HKIRC has a longstanding commitment to delivering stable network 

services, mitigating the risk of potential business interruptions. We 

achieve this by continually enhancing our infrastructure protection 

measures to ensure the stabil ity and security of domain name 

resolution. Simultaneously, we regularly assess and upgrade our 

system infrastructure and its components to uphold the utmost 

security and reliability of our services.

With the growing reliance of businesses and organisations on the 

Internet for data storage and transmission, the focus of corporate 

security management has shifted towards information security and 

the prevention of cyber-attacks. Therefore, in addition to bolstering 

technical data security measures, it is equal ly crucial to raise 

employees' awareness of cyber security. To achieve this, HKIRC 

provides regular internal cyber security training and conducts 

simulated phishing email dril ls in employees' daily work. These 

initiatives aim to foster a state of alertness among staff members 

towards cyber threats, ultimately reducing the risk of data leakage.

HKIRC attaches great importance to data privacy management. 

We have diligently established a comprehensive system to heighten 

staff awareness regarding the protection of personal data privacy. 

Furthermore, we have meticulously devised policies and procedures 

governing the handling of personal data, ensuring strict compliance 

by our staff with the provisions of the Personal Data (Privacy) 

Ordinance.

HKIRC 䙬閂⮽有䷞氳겨ꤠ管䫞╤公司⚀哅管媪氳
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The key risks highlighted are l isted below :    ꄆ럅嫱氳╚釒겨ꤠ㞞┖䢦⮛

Principal Risks

主要風險
Description

描述
Key Mitigations 

主要緩解措施

Reputational Risk 

⟔闌겨ꤠ
The negative publicity 

靷ꪫ報鷻
• Employ proactive monitoring on the news related to the Corporate on 

social media and news trends.

• ╚Ⳃ嫱炙紮㨨냇有公司鞳乢氳報㵷⽰亏组飸Ⳛ
• Implement and execute a comprehensive crisis management process, 

including regular exercises and drills, with the participation of 

stakeholders from senior management and staff. This will ensure an 

effective response to and mitigation of potential crisis or emergency 

situations, while continuously evaluating its effectiveness

• ⯆㲋ꪫ氳嚂管理孲憡管理㷼⹖䄄鶡车㲋僿庌綗♓有䷞䟕㵴
⽰峎魌弌㏇氳嚂䡝秵䗯媲⺱侇┘亝鍑⚽⪭䷞耉

• Foster and nurture robust relationships with ".hk" and ".香港 " users 

and industry participants through regular communication to gather 

feedback and establish close communication with the media and 

provide timely responses to inquiries.

• 鵂鷪㲋僿艃ր.hkց⹖ր. 香港ց榫䢒♓⹖哅槡嶥鵡♓⟊䧏秵㳢鵿答
⹖䷅哅槡䙬釤⺱侇◱僎艃⥉㨨⟊䧏㳢⮊嶥鵡⽰➡┾⹖侇㍑䟕
刨鍪

IT System Failure Risk 

鞳銻熭䤗硎礵䷚꤄겨ꤠ
The risk of catastrophic system 

failure encompasses hardware, 

software, and network failures, all 

of which have a significant impact 

on the business's operations and 

services

䏆ꮷ哅ⳉ揩鷠⹖僜ⳉ氳愥ꦙ䓪硎礵
䷚꤄ⴎ䦮漲♭鬂♭⹖網礙䷚꤄
璣겨ꤠ

• Implement robust systems for resilience and disaster recovery, and 

conduct regular inspections to ensure their effectiveness.

• 㴨亩䍺䓪⹖愥ꦙ䕅䐟耉ⱱ氳硎礵㲋僿鶡车硎礵囸刨♓澭⟊⪭䷞耉
• Hosted on a platform that encompasses a global network of servers 

spanning various countries/regions, the DNS service maintains stable 

availability with support from a diverse range of DNS anycast providers 

across the globe.

• 憡澭⟊犹㲋氳⺎榫䓪網㓊⺲牒硎礵DNS僜ⳉ榺杶⛊僜㉻磞䡗氳
䇖⺐┕鷠车㏇┘⺱㎜㳄 /㏑ⶆ鷠⛼┾䐃⮽✿舅┪槡⺨㏑㛡⠕♴䲮❠
䟕り氳䶺䭤

• Implement active-active solutions for the deployment of registration 

services across multiple sites to mitigate the risk of a single point of 

failure.

• 㴨亩ꦁ孨亡勈⹖饖럅鷠车註冊僜ⳉ♓鹶⩦㍕ㄲ럅䷚꤄縡啶䡗겨ꤠ
• Implement a multi-supplier strategy for IT system services and 

hardware supply is of paramount importance to effectively mitigate 

system failure risks and minimise reliance on a sole supplier.

• 亦 IT硎礵僜ⳉ⽰漲냇❠䟕┕㴨亩㛡❠䟕り瓁樋ꄆ럅稸鉮硎礵䷚꤄겨ꤠ
⹖峎㵼❤韻ㄲ┉❠䟕り

• Ensure a commitment to a high-quality Service Level Agreement (SLA) 

to meet and regularly review IT systems to fulfill the requirements.

• 㲋僿囸釲 IT 硎礵♓ꄄꢝ㍕硎礵䷚꤄縡䅸✿氳겨ꤠ♓瑟⺭僜ⳉ璣碍㲋
(SLA)䤖钱냖⿁韭僜ⳉ氳釒姲
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Principal Risks

主要風險
Description

描述
Key Mitigations 

主要緩解措施

Information 

Security Risk 

鞳銻㱨겨ꤠ

The risk of cyberattacks and 

hacking on our systems and data 

硎礵⽰丩䴆鹂網礙䷍䳦⽰랫㲙
⪌氳겨ꤠ

The risk of data breach caused by 

negligent employee or contractor 

㍕⧀䡝䤖ⴎり橋䒭縡鵴䡗
氳丩䴆孋庁겨ꤠ

• An Information Security Management System (ISMS) comprising 

of robust information security policies and procedures has been 

implemented to safeguard the confidentiality, availability, and integrity 

of systems and data. Furthermore, the IT department has obtained 

international certifications for this management system.

• ⯆銬┾䫑榫⤔鞳銻㱨䷓瓁⹖䈌氳鞳銻⟊㱨管理硎礵 (ISMS)♓⟊
꤄硎礵⹖丩䴆氳嚂㳢䓪⺎榫䓪⽰㱮丞䓪⺱侇 IT 鼨ꝛ◱䄖㶩塝管理硎
礵暢㎜꤀嘅嶗鏂镜

• Implement a robust set of security measures based on defense-in-

depth strategies. Remain vigilant against cyber threats, regularly assess 

vulnerabilities, and promptly address any identified weaknesses. 

Collaborate with service providers specialised in mitigating Distributed 

Denial of Service (DDoS) attacks to effectively handle large-scale attacks.

• 㴨亩岒度ꡕ煟瓁樋氳⟊㱨䫣亩侇⯎閝䘊網礙㣜耕㲋僿囸刨庁嬼⹖饇
鶡⪭䏳氳⟣適䄄⛼艃㵬ꝛ稸鉮⮇丆䌋ꡢ亝僜ⳉ (DDoS) ䷍䳦氳僜ⳉ❠
䟕り⺭⛼♓有䷞䟕㵴륛㛻孲ꄈ䷍䳦

• Regularly conduct various types of safety training sessions for employees 

to enhance their knowledge and awareness of security protocols.

• 㲋僿憡䄄鶡车⺨㑔㱨㓸鋍♓䬠ⶍ䄄㵴㱨㲋氳鏂湳⽰䙬閂
• Engage external professional consultants to conduct annual security 

audits and regular internal audits, aiming to identify potential loopholes 

and areas for improvement.

• 㱨䪶㛛鼨㵬哅걙ゖ鶡车年度㱨㴱銷⹖㲋僿⪐鼨㴱銷♓閂⮯弌㏇庁嬼
⹖䷊ュ狞ꝴ

• Organise data breach drills to improve the Corporation's handling and 

mitigating data breaches effectively.

• 鶡车嘘䴨丩䴆孋庁庌穓♓䬠ⶍ公司㏇谊理⽰稸鉮鞳乢㛛孋亡ꪫ氳䟕闭
耉ⱱ

• Establish a comprehensive data privacy management system, cultivating 

staff awareness of the importance of protecting personal data privacy. 

Develop and implement policies and procedures governing the handling 

of personal data to ensure compliance with the Personal Data (Privacy) 

Ordinance.

• 䋧环㱮ュ氳鞳乢熗꤬管理硎礵㓸굼䄄⟊꤄⠕☕鞳乢熗꤬氳䙬閂┾
⯆銬谊理⠕☕鞳乢氳䷓瓁⹖䈌◀䄄鹘㱥♓澭⟊谊理⠕☕鞳乢侇瑟
⺭վ⠕☕鞳乢 ( 熗꤬ ) 卋❆տ

Occupational Health 

and Safety Risks 

绹哅⢹䉖艃㱨겨ꤠ

The risk of operational disruptions 

caused by infectious disease 

outbreaks, adverse weather 

conditions, or traffic operations

㍕⥉刌檫䡝䘡ⱹ㛿姅敻媲䡝◬鵡
鷠车ゖ갭縡扝嫏揩鷠氳겨ꤠ

• Adhere to best practices promulgated by the World Health Organization 

and the Hong Kong Government

• 鹘㱥┪槡载榟磞笞⹖香港䷓䈢ꯓ⛜氳僅✞㴨馒
• Regularly review health and safety guidelines.

• 㲋僿㴱刨⢹䉖艃㱨䧘䌖
• Provide health and safety awareness training to employee and conduct 

annual drills.

• 憡䄄䬠❠⢹䉖艃㱨䙬閂㓸鋍┾鶡车年度庌綗
• Closely monitoring of the situation and promptly provide assistance or 

guidance to staff as necessary.

• 㳢⮊泃㴕䗯媲㏇䑒釒侇⺸䄄䬠❠ⷊ侇氳Ⲃ䡝䧘䌖
• Establish and implement contingency plans or arrangements (if necessary). 

• 䋧环⹖㓵车䟕銷ⱁ䡝㱨䪶㞞有䑒釒
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